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ABSTRACT 

The rapid growth of e-commerce significantly impacts digital economic development globally and in 

Indonesia. This study explores critical issues such as the role of e-commerce in driving economic 

growth, empowering Micro, Small, and Medium Enterprises (MSMEs), and addressing challenges 

like cybersecurity and unequal digital access. The research employs a systematic review approach 

following PRISMA guidelines, analyzing 48 studies published between 2018 and 2024. Results 

indicate that e-commerce improves market access, operational efficiency, and MSME 

competitiveness, yet faces barriers including limited digital literacy and cybersecurity threats. 

Bibliometric analysis underscores the importance of strategic collaboration, government policy, and 

technological innovation in fostering a resilient e-commerce ecosystem. The study concludes that 

holistic efforts integrating inclusive policies, enhanced digital literacy, and robust cybersecurity 

frameworks are essential for maximizing e-commerce's contributions to sustainable digital economic 

growth. 

  

Keywords: Cybersecurity, digital economy, digital literacy, e-commerce, MSMEs.  

   

1.  Introduction 

The rapid development of digital technology has brought significant changes in people's 

lifestyles, including in the fields of economics and trade. The development of digital technology has 

brought significant changes in people's lifestyles, especially in the fields of economics and trade. E-

commerce, as one of the manifestations of this development, has changed the conventional way of 

transactions to more efficient and fast transactions through digital  platforms. This not only makes it 

easier for consumers to access, but also opens up new opportunities for businesses to reach a wider 

market, both locally and internationally (Cumming et al., 2022; Melanie     Middlyne    Symbolon  et 

al., 2021; Nasution et al., 2020) 

In the Indonesian context, research shows that e-commerce contributes positively to economic 

growth. Research by Nasution et al. reveals that disruptive innovations in e-commerce are creating 

new markets that contribute to national economic growth. In addition, Simbolon et al. highlight that 

while (Nasution et al., 2020)e-commerce provides many benefits, there are challenges that arise, such 

as cybercrime that can hinder the growth of the digital economy. Therefore, it is important for 

governments and industry players to develop policies that support cybersecurity and consumer 
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protection in the (Melissa     Middlyne    Symbolon     et al., 2021)(Nasution et al., 2020)e-commerce 

( Mahmuddin & Ningrum Natasya Sirait , 2022) ecosystem. At the global level, digitalization and 

information and communication technology (ICT) have facilitated international trade by reducing 

cross-border transaction costs and improving the operational efficiency of companies. notes that 

during the COVID-19 pandemic, many companies adapted quickly to these changes, leveraging 

digital technologies to stay competitive in the global marketplace. (Cumming et al., 2022)(Mi, 2023) 

In China, government support for digital innovation and high internet penetration has created 

favorable conditions for the rapid growth of the digital economy. However, the development of 

digital technology also presents challenges, such as inequalities in access to and the ability to take 

advantage of such technologies. Liu highlighted that while (Mit, 2023)e-commerce can boost 

economic growth, there is a risk that the benefits are unevenly distributed, which could exacerbate 

economic inequality. Therefore, it is important to develop an inclusive strategy that ensures that all 

levels of society can participate in the digital economy.(Liu et al., 2024)(Hui Yang, 2024) 

Based on the description above, this study will explore: 

1. Marketing strategies implemented by e-commerce  companies in encouraging the development 

of the digital economy. 

2. The impact of e-commerce  developments on the growth of the digital economy. 

3. Challenges and efforts to ensure equitable distribution of benefits of the digital economy. 

This research aims to: 

1. Analyze the marketing strategies implemented by e-commerce  companies in encouraging the 

development of the digital economy. 

2. Examining the impact of e-commerce  developments on the growth of the digital economy. 

3. Identify challenges and efforts to ensure equitable distribution of the benefits of the digital 

economy. 

 Research on the role of E-commerce as a catalyst for the development of the digital economy 

in Indonesia is essential to understand the dynamics of digital economic growth and relevant 

marketing strategies. E-commerce has proven to be a major driver in improving production efficiency, 

expanding market access, and creating new jobs, all of which contribute to overall economic growth 

(Nasution et al., 2020;, Sugiharto, 2024). In the Indonesian context, research by Nasution et al. shows 

that the development of business transactions E-commerce significantly affected economic growth, 

especially in the period 2007-2016, by utilizing digital technology to accelerate communication and 

transactions (Nasution et al., 2020).  

 Further E-commerce also plays a role in increasing the competitiveness of Micro, Small, and 

Medium Enterprises (MSMEs) in Indonesia. By adopting E-commerce, MSMEs can expand their 

market reach and improve operational efficiency (Sugiharto, 2024). Research by Purnomo highlights 

the importance of digital marketing strategies to increase sales conversions in E-commerce platform, 

which shows that companies that implement effective marketing strategies can gain a competitive 

advantage in this increasingly competitive market (Purnomo, 2023). This is in line with findings that 

show that smart digital marketing and the use of social media can increase visibility and interaction 

with consumers (Sugiharto, 2024).  

 Furthermore, e-commerce also plays a role in increasing the competitiveness of Micro, Small, 

and Medium Enterprises (MSMEs) in Indonesia. By adopting E-commerce, MSMEs can expand their 
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market reach and improve operational efficiency (Sugiharto, 2024). Research by Purnomo highlights 

the importance of digital marketing strategies to increase sales conversions in E-commerce platform, 

which shows that companies that implement effective marketing strategies can gain a competitive 

advantage in this increasingly competitive market (Purnomo, 2023). This is in line with findings that 

show that smart digital marketing and the use of social media can increase visibility and interaction 

with consumers (Sugiharto, 2024). 

However, challenges also arise in the development of e-commerce, especially related to 

cybersecurity. Simbolon et al. noted that the risk of cybercrime can hinder the growth of e-commerce 

in Indonesia, thus requiring better protection from the government through appropriate policies and 

coordination between sectors (Simbolon et al., 2021). In addition, research by Rochmahwati shows 

that despite the increase in internet users, the impact on economic growth is not always positive, 

which shows the need for a more holistic approach in utilizing digital technology for economic 

growth (Rochmahwati, 2023).  

2. Methodology 

2.1 Protocol review 

This study uses a systematic method based on the Preferred Reporting Items for Systematic 

Reviews and Meta-Analyses (PRISMA) guide. The research protocol was developed to ensure 

transparency, replication, and traceability of the steps taken. The entire process includes literature 

identification, screening, data collection, and quality analysis and uses a qualitative approach to 

explore e-commerce developments  in Indonesia, with a focus on document analysis and in-depth 

interviews with stakeholders in the industry. 

In this context, interviews with businesses show that they face a variety of challenges, 

including cybersecurity issues and the need to improve digital literacy among users. Simbolon et al. 

emphasized the importance of security protection in e-commerce  transactions to encourage the 

sustainable growth of the digital economy in Indonesia (Simbolon et al., 2021). In addition, research 

by Mahmuddin and Sirait identified that challenges such as human resources and funding also affect 

the development of e-commerce in the country (Mahmuddin & Sirait, 2022). Therefore, it is 

important for the government to create policies that support and protect the e-commerce ecosystem  

so that it can develop further. 

Furthermore, the literature shows that digitalization and the adoption of information 

technology play a key role in accelerating the growth of e-commerce. According to Rochmahwati, 

despite the negative impact of the number of internet users on economic growth, digital technology 

as a whole provides new opportunities for innovation and efficiency (Rochmahwati, 2023). Other 

research by Jiang shows that e-commerce can improve production efficiency and improve the 

consumer experience, which in turn contributes to broader economic growth (Jiang, 2022). Thus, the 

integration of digital technology in business strategies is very important for business actors to remain 

competitive in an increasingly digital market. 

2.2 Search strategy 

The search strategy is carried out through online databases, such as Scite, Scopus, and Google 

Scholar. Keywords used include: 

1. "E-commerce and digital economy", 

2. "E-commerce impact on digital economy", 

3. "Online platform and digital economy", 
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4. "The Influence of E-Commerce on the Development of the Digital Economy". 

The search includes literature published in English and Indonesian from 2019 to 2024. 

Synonyms and Boolean operators are used to extend the scope of the search. 

2.3 Inclusion/exclusion criteria 

In this study, the main focus is to explore the influence of digital technology and e-commerce 

on economic growth, with an emphasis on the Indonesian context and some international examples. 

Various studies show that the development of digital technology, especially e-commerce, has a 

significant impact on economic growth in various countries, including Indonesia, China and Europe. 

One of the important findings is that the use of the internet and digital technology can 

negatively affect economic growth, as revealed by Rochmahwati, who points out that on the island 

of Java, the increase in the number of internet users is not always directly proportional to economic 

growth (Rochmahwati, 2023). However, other research shows that e-commerce can create new 

markets and improve the efficiency of business transactions, which in turn can contribute to 

economic growth. Nasution et al. noted that the development of e-commerce in Indonesia between 

2007 and 2016 has made a positive contribution to economic growth, although challenges such as 

cybersecurity remain (Nasution et al., 2020). 

Furthermore, Mardiani highlighted the importance of online marketing strategies in increasing 

customer loyalty on e-commerce platforms such as Tokopedia and Shopee, which shows that 

effective interaction between marketing strategies and user experience can increase the success of e-

commerce businesses  (Mardiani, 2023). On the other hand, Simbolon et al. emphasize the need to 

protect e-commerce  transaction systems from the threat of cybercrime to ensure the continued 

growth of the digital economy (Simbolon et al., 2021). 

In a broader context, Cumming et al. show that digitalization and information and 

communication technologies (ICTs) play a crucial role in facilitating global trade and business 

activities, as well as reducing the cost of cross-border transactions (Cumming et al., 2022). This is in 

line with Mi's findings, which show that the digital economy not only drives the growth of innovation 

but also helps in optimizing the macroeconomic structure (Mi, 2023). 

2.4 PRISMA flow diagram 

The initial stage involves identifying potential studies related to the digital economy and e-

commerce. In this study, a thorough search was conducted on various databases, resulting in a total 

of 62 articles that discuss various aspects of the digital economy and e-commerce, including growth, 

challenges, and their impact on economic development (Rochmahwati, 2023). 

After initial identification, the next stage is to filter articles based on predefined inclusion 

and exclusion criteria. For example, studies that specifically address the relationship between the 

digital economy and the growth of e-commerce are prioritized. Articles that do not focus on 

empirical data or do not go through a peer-review process are excluded. This process resulted in a 

reduction of 14 articles, leaving 48 articles for further evaluation. 
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Figure 1. PRISMA flowchart from this study 
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Table 2. Summarizes some of the most cited studies  

Yes Research Title Writer Year Number 
of Citations 

1 The Rise of China's Digital Economy: 
An Overview 

Jiang et al. 2020 51 

2 Hegemony of Digital Platforms, 
Innovation Culture, and E-

Commerce Marketing Capabilities: 
The Innovation Performance 

Perspective. 

Khattak et al. 2022 16 

3 The Development of E-Commerce 
Business Transactions to Economic 

Growth in Indonesia. 

Nasution et 
al. 

2020 11 

4 E-Commerce Policy and 
International Business. 

Cumming et 
al. 

2022 10 

5 Digital Marketing Strategy to 
Increase Sales Conversion on E-

commerce Platforms 

Purnomo et 
al. 

2023 9 

 

2.5 Quality assessment criteria 

This study aims to evaluate the quality of the systematic review using the AMSTAR 2 criteria, 

which includes several important aspects such as clear research objectives, previously noted 

protocols, comprehensive search strategies, appropriate inclusion/exclusion criteria, independent 

data extraction process, risk assessment of bias, and appropriate statistical analysis. This criterion is 

essential to ensure that the systematic review conducted has a high validity and reliability, which in 

turn can make a significant contribution to the development of science and practice in related fields.  

First, a clear research objective is the foundation of any systematic review. Good research 

should have specific and focused research questions, which can be measured and evaluated. For 

example, Nasution et al. Nasution et al. (2020) emphasize the importance of descriptive analysis in 

understanding the development of e-commerce and its impact on economic growth, suggesting that 

clear research objectives can be helpful in formulating relevant hypotheses. In addition, the protocols 

noted earlier are also critical to the transparency and reproducibility of research. This is in line with 

the best practices in systematic research proposed by Cumming et al. (Cumming et al., 2022), which 

suggest that researchers record all steps taken in the research process. 

3. Results  

A total of 48 articles were selected for analysis after the PRISMA selection process. 

Descriptive statistics show :  

1. Year of Publication : Most studies were published between 2018–2024 (100%) 

2. Focus Areas  : 

● 60% discuss the impact  of e-commerce on China's digital economy. 

● 30% analyze e-commerce marketing strategies  in the world's digital economy 

● 10% identify e-commerce  challenges to the digital economy. 

3. Study Type  : 

● 70% are qualitative studies (case studies). 

● 20% use data-driven quantitative methods. 

● 10% is a literature review. 
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3.1 Thematic synthesis 

The study identifies several key themes related to digital marketing strategies and their 

influence on customer loyalty in the context of e-commerce. First, the importance of digital 

marketing strategies in increasing sales conversions on e-commerce platforms is very clear. Mardiani 

emphasizes that effective marketing strategies, including SEO, content marketing, and social media 

use, can increase traffic and customer engagement, which in turn contributes to increased sales 

conversions (Mardiani, 2023). Purnomo also emphasized that the combination of various digital 

marketing techniques is essential to achieve successful results in e-commerce (Purnomo, 2023). 

Furthermore, research shows that demographic factors and user experience have a significant 

influence on purchasing behavior on  digital platforms. Astuti states that demographics and user 

experience play an important role in influencing purchasing decisions, suggesting that understanding 

user characteristics can be helpful in designing more effective marketing strategies (Astuti, 2023). 

This is in line with the findings of Lee et al. who suggest that the uncertainty of e-commerce policies  

in both domestic and foreign markets can affect the risks  of digital platforms and, in turn, influence 

the marketing strategies adopted by international start-ups (Lee et al., 2022). 

On the other hand, the challenges faced by e-commerce  players in dealing with the 

development of digital technology are also an important theme. Research by Khattak shows that 

innovation culture and e-commerce marketing capabilities are critical to innovation performance in 

emerging markets, which suggests that companies must adapt quickly to technological changes to 

stay competitive (Khattak, 2022). In addition, research by Mi highlights that the digital economy not 

only drives growth, but also affects macroeconomic stability, which suggests that the integration of 

digital technologies in business strategies is essential for long-term sustainability (Mi, 2023). 

3.2 Bibliometric Analysis 

An analysis of the digital economy and its implications for the development  of e-commerce 

reveals a multifaceted landscape influenced by a variety of factors, including government policies, 

technological advancements, and regional disparities. The digital economy, which is characterized 

by the integration of digital technology in economic activities, is the main focus of many countries 

to increase their economic growth and competitiveness. 

In Cameroon, the government has initiated efforts to transition to a digital economy by 

emphasizing the importance of stakeholder collaboration to address implementation challenges 

(Etoundi et al., 2016). A similar thing can be seen in China, where fiscal policy is identified as an 

important element in driving digital economic growth, particularly in regions such as Chongqing, 

which experienced a significant acceleration in its digital economy post-2017 despite facing 

challenges such as weak innovation capacity and uneven development (Cai, 2023). In Uzbekistan, 

the development of e-commerce  systems is seen as important for economic progress, with an 

emphasis on creating an e-commerce  ecosystem as well as resolving existing barriers (Borotov, 2023; 

(Mardhiyah, 2022; Rolando & Mulyono, 2025b). 

The role of digital literacy in driving the growth of e-commerce cannot be underestimated. A 

study focusing on  rural e-commerce in Yiwu highlights the importance of digital literacy strategies 

to improve the skills of practitioners in the sector ("Digital Literacy Survey and Promotion Strategies 

of Rural E-commerce under the Perspective of Digital Economy—Taking Yiwu as an Example", 

2023). This is in line with the situation in Indonesia, where challenges such as human resources and 

cybersecurity are identified as significant obstacles to the growth of  e-commerce, so a special 
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strategy is needed to strengthen this sector (Mahmuddin & Sirait, 2022). The interaction between 

digital literacy and e-commerce development  is also supported by research showing that an effective 

digital marketing strategy can significantly increase sales conversion rates on e-commerce platforms 

(Purnomo, 2023; Rolando & Mulyono, 2025a; Wijaya, 2022). 

In addition, the COVID-19 pandemic has accelerated digital transformation in various sectors, 

especially in China, where the pandemic has become a catalyst for the growth of digital services and 

e-commerce as an important component of economic resilience (Mi, 2023). This trend is reflected in 

the broader context of international trade, where cross-border e-commerce has proven to have a 

positive effect on trade and economic growth, particularly in China (Hang & Adjouro, 2021). 

The integration of innovative technologies, such as Big Data, in e-commerce practices  is also 

cited as a key driver of increased operational efficiency and consumer engagement (Нікіфорова, 

2022; Rolando et al., 2022; Setiawan, 2022). These technological advancements are key in 

developing a competitive e-commerce strategy  and being able to adapt to the ever-changing digital 

landscape. 

3.3 Network Analysis  

Analysis of network relationships in the context of e-commerce and the digital economy 

reveals significant interconnections among various factors influencing growth and development. The 

integration of digital connectivity and e-commerce has emerged as an important driver for small and 

medium-sized enterprises (SMEs) in the developing region, especially in the context of India and 

ASEAN countries. This connectivity facilitates access to a wider market, allowing SMEs to diversify 

their client base while providing consumers with a wide range of products at a lower cost (Majumdar 

et al., 2020; Arma, 2022; Putri, 2022). 

Additionally, the role of digital marketing strategies in increasing sales conversion rates on e-

commerce platforms is essential. Research shows that effective digital marketing can significantly 

affect customer engagement and loyalty, which is essential for the success of an e-commerce business  

(Purnomo, 2023). This is evident in the Asian market, where platforms such as Tokopedia and 

Shopee have successfully leveraged online marketing strategies to build customer loyalty and drive 

business success (Mardiani, 2023). The dynamic interplay between marketing strategy and customer 

loyalty highlights the importance of understanding consumer behavior in the digital marketplace. 

The impact of digital platforms on innovation culture and marketing capabilities further 

illustrates the interconnectedness of these elements. Digital platforms not only improve marketing 

capabilities but also foster a culture of innovation that is essential for e-commerce  business 

performance (Khattak, 2022). This relationship is particularly relevant in the context of the COVID-

19 pandemic, which has forced a shift in business strategies towards greater digital engagement and 

innovation (Lee et al., 2022; Tan, 2022; Winata, 2022). The pandemic has highlighted the 

vulnerability of SMEs while also presenting opportunities for those who are digitally savvy to thrive 

in an increasingly competitive landscape. 

Furthermore, the utilization of innovative technologies such as Big Data and blockchain is 

transforming e-commerce practices, improving operational efficiency, and improving the customer 

experience. This technology facilitates personalized service and risk management, which is essential 

for building trust and reliability in e-commerce transactions  (Нікіфорова, 2022). Such technology 

integration not only supports the operational aspects of e-commerce but also contributes to the 

https://dynamicjournal.my.id/index.php/jiss


  Vol. 2, No. 1, May 2023 

JISS: Journal of Interconnected Social Science 

https://dynamicjournal.my.id/index.php/jiss 

 

 9 

 

broader digital economy by encouraging sustainable practices and improving the overall customer 

experience (Lobacheva & Yadova, 2020). 

 
Figure 3 Network Visualization 

 

 
Figure 4 Overlay Visualization 

  
Figure 5 Density Visualization 

4. CONCLUSION 

The development of e-commerce has become a major catalyst in the growth of the digital 

economy in various countries, including Indonesia. Studies show that the integration of digital 

technology with economic activities not only speeds up transactions but also increases the operational 

efficiency and competitiveness of small to large businesses (Cumming et al., 2022; Sugiharto, 2024). 

In the Indonesian context, e-commerce plays an important role in supporting Micro, Small, and 
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Medium Enterprises (MSMEs) to reach a wider market and improve their business efficiency 

(Sugiharto, 2024). 

However, there are significant challenges that require special attention. Cybersecurity is one 

of the main issues that can hinder the growth of e-commerce, as highlighted by (Simbolon et al, 2021). 

In addition, inequality of access to technology and digital literacy are other inhibiting factors that 

need to be overcome through inclusive strategies, as expressed by (Liu, 2024) and (Mahmuddin & 

Sirait, 2022). 

On the other hand, digital literacy and technology adoption are strategic solutions to 

maximize the potential of e-commerce. Research (Rochmahwati, 2023) and (Purnomo, 2023) show 

that smart digital marketing, including the use of social media and search engine optimization, is 

able to increase customer loyalty and sales conversions. 

Furthermore, thematic and bibliometric analysis revealed that government policy support, 

technological innovation, and collaboration between industry players and academics are essential to 

create  a sustainable e-commerce ecosystem  . (Mi, 2023) emphasized that the digital economy not 

only drives growth but also significantly affects macroeconomic stability. 

Thus, to optimize the benefits of e-commerce, strategic steps are needed that include 

increasing digital literacy, strengthening cybersecurity protection, and developing policies that are 

inclusive and support innovation. Only with a holistic and coordinated approach, e-commerce can 

make an optimal contribution to the sustainable growth of the digital economy. 
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